Epyaoctnpiakil AcKnon Avamtuéng
ATTAOU AUVOMIKOU IOTOXWPOUL CE
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Anuiloupyila evOg CUCTAMATOG yia eyypadn XpnoTwyv Kal cuvéeon oto cUOTNUA
Mnvag Aacuyévng, mdasyg@ieee.org | 2021, 2022

Xe aut Vv doknon Bo SNHIOLPYNCOVLHE €va CUOTNHA YIX EYYPOPT] XPNOTAV KOl oOVOeon
XPTOHOTIOI®VTOG TN YAQOoa Tpoypappatiopod PHP. ®oa  xprnollOMOUO0VHE HIX  TOTIKY|
eykataotoon webserver + faong dedopévwv and: https://www.apachefriends.org/download.html

*  KoateBdote v €kdoon XAMPP yia 10 Ae1toupylkd 0ag GOOTNHA KAl EYKATAOTIOTE TNV.

*  Oa mpénel va Sp1ovpynoovpe pia Bdon dedopévav yia T EUAKEN TV OTOLKEIWV.
*  Méoa ot Baon dedopevwv Bo SHI0LPYNCOLHE EVOV THVAKA Y10 TO OTOLXELX TV XPNOTAOV.
*  Oo mPEMEL va EKTEAOLVTAL 01 THPAKAT® LTNPeTieg: Apache , Mysql

* TMotape admin oto Mysgl oto Xampp Control Panel ywa va énpiovpyrioovpe t éon
dedopévamy.

o Databases — Database Name — msc kot nmatépe Create

(TpocoyT|, OX1 EAANVIKOUC XAPAKTIPEC, OXL KEVA 1] €181KOVC YAPAKTIPEC, PIKPOi AaTivikot)

* AmoO ™V aplotepn 0TNAN €xel emAexBel i) Bdon dedopévmy.
*  Oa npemnel va STHI0VPYTOOVHE EVA TIHVOKAL.
o Structure » Create Table — users (010 évopa) pe 3 omnAeg. EmAé&te GO.

Ta media mov Ba tpomomoirjoovpe Pépovv T ovopata (Type, Length/Values, Null, Index, Al (auto
increment)) (Agite TV €1KOVX HETA TOV TIHIVOKQ)

id INT NOT NULL PRIMARY KEY AUTO_INCREMENT
username VARCHAR(50) NOT NULL UNIQUE
password VARCHAR(255) NOT NULL

H nopakato eikova Seiyvel Tig eMAOYEG TTIOL TIPETIEL VA KAVETE, WOTE va dnpovpyndet o mivakag ot
Baon dedopevav pe Ta COOTA Tedia.
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CH Server: 127.0.0.1 » @ Database: msc

Wt Structure  [] SQL - Search 4 Query = Export [& Import | #* Operations | 57 Privileges Routines () Events 22 Triggers ® Tracking &3
Table name: |users Add |1 columnis) | Go

structure &)

Name Type @ Length/Values g Default Collation Attributes Null  Index Al

id
INT
usernams UNIQUE ~
||7| || VARCHAR v ||50 INone v v v O — ]
password
VARCHAR v 255 None ~ ~ vl O ~ 0O

4

- I None - i - O PRIMARY v

IMatote SAVE ko Ba dnpovpynBei n fdon 6edopévav. Mmniopeite va emAé&ete To structure yio va
deite n Sopn Mov €xeTe SNPIOLVPYNOEL. O TPEMEL VA €lval TAPOHOL0 HE TNV TIAPAKAT® EIKOVAL:

BN 7] Server: 127.0.0.1 » @ Database: msc » [ Table: users

4 Table structure d2 Relation view

# Name Type Collation Attributes  Null Default Comments Extra
L1 id g2 int(11) No  None AUTO_INCREMENT
(] 2 usemame /> varchar(50)  utfBmb4_general_ci No None
1 3 password varchar(255) utf@mbd general ci No None

To nmpwto Pripa eival va Samot@oovpe 0Tt 0 Sieppnvevtig kadika PHP Aettoupyei owota. Ta va
10 S1IMOTOC0L}E Bot STHIOLPYNCOVHE TO TAPAKATK apyeio o YAdooa poypappatiopob PHP (yia
avtd Ba €xel kataAnén .php) pe ovopa info.php péoa oto @daxero c:\xampp\htdocs\ 10U
webserver.

<?php

phpinfo () ;

?>

To apyeio Ba mpémnel va 1o anobnkevoete wg: "c: \xampp\htdocs\info.php"

Emoxkegteite m oeAida http://localhost/info.php .

Av 0Aa €xovv yivel 0woTd, T0TE B oG EpEavVioeLl TANPOQOPieg OXETIKA pE TNV eyKatdotaot g PHP
Ko 11 B1pA1o0nKeg mov vmooTnPilel. Av oG EPPAVIOEL AVTEG TIC TANPOPOPIEG HTIOPELTE VO oLVEYiTETE
TIOPOKATQ.

To emopevo Pripa eivar va Sn10VPYNOOLLE Eva ApXEL0 .php Yl V& OUVEEGOLE TOV 10TOXDOPO HOG
oTn B&on. AnpIovpynoTE To MAPAKAT® apyeio pe ovopa database.php. Ot tipég yia v IP tov Server,
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T0 Ovopa abVoeong ot Pdon dedopévmy, ToV KOSIKO yia ) Bdon dedopévav Kat to dvopa g B&ong
dedopevmv, dtvovton ano 1o Sraxelplot g fdong dedopevy. INa To xampp €ival Ta THPAKAT®:

<?php

define ('DB_SERVER', '127.0.0.1'");

define ('DB_USERNAME', 'root') ;

define ('DB_PASSWORD','');

define('DB NAME', 'msc') ;

$link=mysqli_connect (DB_SERVER,DB USERNAME,DB PASSWORD,DB NAME) ;

if ($link == false)

{

die('<font color=red> ERROR: Could not connect: !
mysqli connect error() . '</font>') ;

}

else

{echo ("<font color=green> OK connected to database</font>") ;}
?2>
* AmoBnkevote 1o apyeio wg “c: \xampp\htdocs\database.php”

* Emokegreite ) oeAida http://localhost/database.php Av éxeTe LAOTIOIOEL COOTA

™ obvéeon 6e Ba oag epavioel kavéva privopa AdBoug. Oa cag epeavioel to pnvopa “Ok
connected to database”. =» Av eite aLTO TO PVUHA PTIOPEITE VO GLVEXIOETE OTN SNU0LPYIX TG
QOPHOG. AV 00G ELPAVIOEL warning 1) error, TOTe EMAVOTE TO TPV CUVEXIOETE.

AnpIoupYyia TNG POPHOG EYYPAPHG XPNOTCOV

H emopevn oeAida .php eivon 1 register.php mov mapovoildidel piax OpHA Yo TV €YypaOT) TOV XPTOTAOV.
H @oppa e10680v dedopévmv ovopadeton texvikd kot ‘frontend (epmpocbio TuRpa)’ yiati auto BAEnet
0 XpNoTNG, eve 1 oeAida ene&epyaoiag dedopévwv ovopdletan ‘backend (omiobio Tpnpa)’.

Y& aUTO TO MAPASELYHO EXOVHE H1a OEAISK TTOL EXEL KO TIG 2 AEITOVPYIKOTNTEG. AV 0 XprioTng Sev €xel
LTTOBAAAEL KATL, TOL ep@avileTan | EOpHA E10060V SeSopeEvav. Av 0 XproTng €xel LIIOBAAAEL KGTL B
yivel n eneepyaoia twv dedopévav.

** H geAida autn] 6ev €xel KOSIKA Yl TNV €MEEEPYNTIN TV SESOUEVOVY aKOpT **

TonoBetnoTE TOV MAPAKAT® KOSIKK 0T oeAida register.php.


http://localhost/database.php

<html>
<body>
<?php

if (isset ($_POST['username']) && isset ($_POST|['password']) &&
isset ($_POST['confirm password']))

{ echo "Processing..."; }

else

{

echo <<< EOT

<!-- form -->

<hl> register new user</hl>

<form method="post">

Name:

<input type="text" name="username"><br>
Password:

<input type="text" name="password'"><br>
Confirm Password:

<input type="text" name="confirm password"><br>
<input type="submit">

<input type="reset'">

</form>

EOT;

}

?>

</body>

</html>

Emoxke@teite  oeAida http://localhost/register.php . Av €xete vAomomoel CwOTA TN obvdeon e B
oag eppavicel kavéva pnvopa AdBoug. EmBefoinote ot epgavideton n eoppa. EmpBefoioote ot av
vriofaAiete kat Ba avagepbel povo to pnvupa "Processing. . . ".

INa va epmmAovTicovpe ot T oeAida B K&voupEe Ta THPAKAT®:
(o) T edia TG POPHOG TIOL €XOLV TOV KWOIKO B Tipéemel va ivon type="password”

(B) Ba mpémel va pmel KOSIKAG yia ) ouvdeot ot faon Sedopévav


http://localhost/register.php

(y) B mpémel va pmel KOSKag mov emegepyaletal TV €10080 KOl €10GyEl TO Xprjotn otn Bdon
OedOpEVDV.

O véog kadikag register.php eivat o0 TXpakAT® (AVTIKATAOTNOTE TO GAAO apyeio):
<html>

<body>

<?php

if (isset ($_POST['username']) && isset ($_POST['password']) &&
isset ($_POST['confirm password']))

{
require ("database.php") ;
echo "Processing...<br>";
$username=$ POST['username'];
$password=$_ POST['password'];

$confirm password=$ POST['confirm password'];

if ($password '= Sconfirm password)

{die ("ERROR: Password do not match.<br>");}

echo "Passwords match..continuing....<br>";
$encrypted password=password hash ($password, PASSWORD DEFAULT) ;

$sql="INSERT INTO users (username,password) values
('$username’, '$encrypted password')";

$result=mysqli query($link, $sql);

if ($result==TRUE)

{echo "User added successfully.<br>";}
else

{echo "ERROR: user was not added: ".mysqli error($link);}

else

echo <<< EOT

<!-- form -->

<hl> register new user</hl>



<form method="post">

Name:

<input type="text" name="username"><br>
Password:

<input type="password" name="password'"><br>
Confirm Password:

<input type="password" name="confirm password"><br>
<input type="submit">

<input type="reset">

</form>

EOT;

}

?>

</body>

</html>

Emokegteite ) oeAida http://localhost/register.php . Av €xete vVAoMONOEl CWOTA TN cLVSeoN b€ O
oag epeavioel kKavéva pnvopa AdBoug. EmBefoivote 6t eppaviceton n eoppa. EmpBefoidote 0t av

vroPaAAete kK&t Ba avagepBel to prvupa "Processing. .. " . T KOl SEiTE AMO TO S1AXEIPIOTIKO
nep1BdAiov g Bdong dedopévav av €xouv eloayBel kKamolx dedopéva 1) X1 GTOV TIIVOKKX MSC.

=> Av €yovv eloayBel Sedopéva pmopodpe va THE 0TO EMOHEVO PBrpa.

H ovykexkpipévn @oppa éxel 2 mpofAnpata mov Ba StopBhaovpe otnv endpevn ékdoa, 1 onoia €xet
BeAtiwoelg g e§NG:

(a) H eloodog amd to XprioTn MPEMEL TAVIA VX QIATPAPETAL, MOTE VA KMOPEVYOVTAL KAKOBOVLAOL
XPT|OTEG TIOL €1GGYOLV TIPOPANHATIKO KOSIKA. Q¢ €K TOVTOUL TPV TIG avaBégoupie o€ peTafBAnTEg Ba
KoAéooupe Tig trim() ko filter_var().

(B) Av vntapyet i810 dGvopa xprioTn Katd to insert otn Pdon dedopévav Ba €xovpe TPOPANHa emeldn
1o username €xel 1o apaktnplotiké UNIQUE otn mysql. Q¢ ek To0TOUL amaiteiton mpiTo Vo KAVOULE
éva epRTNHa ot Bdon 6edopévav Kot va §o0PE av LTIAPYEL. AV LTIEPXEL EVIILEPWOVOVHE TO XPNOTH,
S10QOPETIKA OLVEYXICOVHE WG EXEL

O veog pog KadiKag register.php mov avtikaiota Tov TponyovpEVo eival 0 TAPOKAT®:


http://localhost/register.php

<html>
<body>
<?php

if (isset ($_POST['username']) && isset ($_POST['password']) &&
isset ($_POST['confirm password']))

{
require ("database.php") ;
echo "Processing...<br>";

$username=filter var (trim($_POST['username']) ,FILTER SANITIZE
_STRING) ;

$password=filter var (trim($_POST['password']) , FILTER SANITIZE
_STRING) ;

$confirm password=filter var(trim($_POST['confirm password'])
,FILTER SANITIZE STRING) ;

if ($password '= Sconfirm password)
{die ("ERROR: Password do not match.<br>") ;}

echo "Passwords match..continuing....<br>";

$encrypted password=password hash ($password, PASSWORD DEFAULT) ;

//check if user exists

$sql="SELECT * from users where username ='S$username'";
$result=mysqli query($link,$sql);

if ($result!=TRUE)

{

echo "Error in SQL query: ".mysqli error($link);

}

$number of results=mysqli num rows ($result);

if (Snumber of results>0) { die("User already exists. Select
another username'") ;}

$sql="INSERT INTO users (username,password) values
('Susername', '$encrypted password')";
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$result=mysqli query($link,$sql);

if ($result==TRUE)

{ echo "User added successfully.<br>";}
else

{echo "ERROR: user was not added: ".mysqli_error($1ink);}

else

{

echo <<< EOT

<!-- form -->

<hl> register new user</hl>

<form method="post">

Name:

<input type="text" name="username"><br>
Password:

<input type="password" name="password"><br>
Confirm Password:

<input type="password" name="confirm password"><br>
<input type="submit'">

<input type="reset'">

</form>

EOT;

}

?>

</body>

</html>

[Tpoooyn: H mponyovpevn €kdoon mapéxel eAaxiotn ao@daAeia kat AEN nipémnet va v avepdaoete o€
éva Sokopotn Sadiktoov. Xe mepintwon mov BéAete pia poppa eneéepyaciag SeSopEVOV POPHAG
HE peyaAdTepn ac@aAela, tote Ba mpémet va xpnotponowmoete PDO.

Emokegteite ) oeAida http://localhost/register.php . Av éxete VAomom o€l CWOTA TN oOvdeom e Ba
00G EPEAVIOEL KAVEVK HNVUHA AGBOLC Kol UTIOPEITE Vo SOKIHAOETE TN QOPHA EYYPOAONG, KOl OTN
oLVEXELn Va Seite Ta SeSopéva Tov amoBnkevovtal ot faon dedopévav e to phpmyadmin.



http://localhost/register.php

=> Av 8¢ Ba oag epeavioel Kavéva prvopa AdBoug pmopeite va cuveyioete ot Snuiovpyia g
(QOPHOG 10060V OTO CUCTNHA.

Me mapopolo tpémo pe to apyeio register.php O Snpovpynoovpe 1o login.php to omoio Oa
Tapovolalel T eoppa (av dev €xovv voBAnbei otoxeia) 1 av éxovv vOBANOel otokeia Ba Yhyvel
otn Baon dedopévav va Bpel To CLYKEKPIPEVO username Kol HETK Ba cuykpivel pe TV KAatdAAnAn
OLVAPTNOT] EMKVPMOTG KOSIKOV, av 0 KOSIKOG TIOL £0wae 0 XpNoTng eivon o 1610¢ [e aUTOV IOV €xel

0 EYYEYPAHHEVOG XPHOTNG.

I[MPOXOXH: Ae pmopovpe va ouykpivoupe tov hashed Kwdikod povol poag wg oamAd aA@aplOunTIKd
(r.y. if($hashed_password==$user_password) eme1dr akoun Kot yio Tov i610 Kadiko SnpiovpyoidvTot
Stapopetika hashed strings. Amanteiton €161K1) GLVAPTNOT] Y& AVTO.

1 ovvaptnon login BéAovpe va Statnprioovpe TNV TANPOEOPIa OTL 0 GLYKEKPLHEVOG XPIOTNG EIval
TOUTOTONHEVOG. Tl va To KAVOUHE auTO, X®pPig va XPeIA{ETal CLVEXDG VO GTEAVOLLE TO Username
kot 10 password oto HTML mov eivan protocol stateless (=xwpig e0koAN Siatrpnon KAT&oTaoNG) N
PHP vnootnpidel ta sessions. Evepyomolodpe Aowmov 1o session kKot amoBnkedovpe TNy mTANpopopia
obVSeoNg HEoA 0€ aVTH TNV €181KT SOUT) IOV TNV XPNOHOMO00HE wG Tiivaka $_SESSION.

TomoBetoTe TOV MOPAKAT® KOSIKKX 0TO apxeio login.php.
<?php
session_start();
?>
<html>
<body>
<?php
if (isset ($_POST['username']) && isset($_POST['password']))
{
require ('database.php') ;

$username=filter var (trim($_POST['username']) , FILTER SANITIZE
_STRING) ;

$password=filter var (trim($_POST['password'])  FILTER SANITIZE
_STRING) ;

$encrypted password=password hash ($password, PASSWORD DEFAULT)

echo "<br>To évopa nou ddoate eivalL <i>".S$username;

echo "</i> koL to eniBeto mou ddocate eival:
".$password. '<br>';



$sql="SELECT * FROM users where username='S$username'";
$result=mysqli query($link,$sql);
if ($result==FALSE)
{echo "ERROR: Fail in searching database: ".
mysqli_error ($link) ;
}
$number of results=mysqli num rows ($result);
if ($number of results>0)
{
$row = mysqli fetch row($result);
$database password=$row[2];
$id=$row[0];
$rc=password verify ($password, $database password) ;
if ($rc==TRUE)
{
echo "User Logged In<br>";
$_SESSIONI'loggedin']=true;
$_SESSION['id']=$id;
$_SESSION|['username']=$username;

echo "<a href=privatepage.php> Visit Private
Page</a>"; }

else

{echo "ERROR: Invalid Password<br>";}
}
else

{echo "ERROR: Invalid Username<br>";}

else

echo '
<h2>Login</h2>
<form method="post">

Username:
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<input type="text" name="username" value="" size=20>
<br>
Password:
<input type="password" name="password" value="" size=20>
<br>
<input type="reset">
<input type="submit">';
}
?>
</body>
</html>

Av Ko o€ éva paypaTiko site 6g Ba vtapyel Sta@opomoinomn oTo pivupa gite €woe AdBog username
eite AdBog KwS1KO, o€ ALTO TO MAPASEIYHA TO KAVOLHE Y va KataAdBoupe T Stagopd.

[MapoatnprioTe OTL KPYIKOTIOIOVHE TO Session OTIG TIPAOTEG YPAHHEG TOL apyeiov, Tplyv yivel otidnmote
&Aho, 6nwg opilel n ovuvéptnon session_start();

[Mapatnpnote 6T av Kavel login amofnkedetal oto $_SESSION 10 dvopa ToL XpoTH OTIWE KAl N
AN po@opia 0T €xel Kavel login pe emruyia.

Emokegteite ) oeAida http://localhost/login.php . Av €xete vAomomoel ocwotd T ovvdeon de Bu
o0G ep@avioel Kavéva pnvopa AaBoug kat propeite va kédvete login. Aokipaote pe AdBog username,
A&B0¢ KWOIKO 1] COOTA CLPTANPOHEVA Kat Ta 2 Tiedia.

Av dev eppavilel kaveéva pnvopa AdBoug toTte pmopeite va ouveyioete 0To €MOpEVO Bripa pE T
Snpovpyia plag ogAidag mov Ba givol mpoof&oiun poOvo og XproTeg Mov €xouv Kdavel login.
TomoBeTNoTE TOV MAPAKAT® KOSIKX 0TO apyeio privatepage.php.

<?php

session_start();

if ('isset($_SESSION['loggedin'])) { header("Location: login.php");}

if ($_SESSION['loggedin'] = true ) { header ("Location:
login.php"); }

echo "Welcome user: $ SESSION[username]<br>";
echo "<a href=logout.php> logout</a>";

?>
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http://localhost/login.php

Inyaivete ot & ievBovon http://localhost/privatepage.php mpiv kévete oOVEEOT Kot Vi €XeTE KAVEL
oLvdean, Kot Seite N S1aPOPETIKT AglTOLPYIKOTNTA.

To endpevo eivar va dnpiovpynoovpe ) oeAida logout.php mov Ba pag amocuvséel and To GLOTNHA.
<?php

session_unset();

session_destroy();

header ('Location: login.php');

?>

Emokegteite T oeAida http://localhost/logout.php . Av €xete vAomomoel CWOTA TN oeAida b€ B
00G EPPAvIcel Kavéva urivopa AdBoug kot Ba oog avakatevBuvel 0Ty apyikn aeAiba ovvdeong.

Xe aUTO TO onpeio €xeTe SMUIOLPYNOEL Pl OEAISa eyypaQNg XPNOTAV Kol T oeAida auvéeong Kat
AmooVVOEDTIG XPNOTAV, TA TO BAOIKG OTOKEIX 08 évar SUVAHIKO 10TOXWPO. ZvyxapnTipia!

MeMovtika Enopeva fripoto:

« Xpnon styles yua v kKoAOtepn epedvion. Ta  mopddeiypa  deite ) oeAida
https://www.tutorialrepublic.com/php-tutorial/php-mysql-login-system.php m&ve otnv onoia
Baoiotnke avTd TO £pyaoTpLo, OMOL €XEl EMMPOCHETO KOSIKN Y TN OTUAIOTIKY EHQAVION
(styles).

* Avamtoén vmoAomwy oeAibav (Tr.X. EVIHEPWOTG OTOLXEIDV, S1aypaONG XPNOTAOV, ATTOCTOANG
email).

* Xpnon Cookies yia va Buparot o browser to username/password.
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